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1 O6LwMe cBepeHUn

1.1 CucremHble TpeboBaHuA
MO Cucrtema o6HapyXeHUA YyTeueK Ha MarucTpanbHbix TpybonpoBopax LeakSPY(Pro)
yctaHaBauBaeTca Ha OC Windows Server2016, Windows Server2019, Windows 10.
MuHuMmanbHoe Konnuectso O3Y 8 I6.

MuHumanbHoe KonvuecTtso MN3Y 8 I6.

1.2 Cocras 10 COK

B coctaB nporpammHoro obecneueHuss COY BXOAAT CA€AYHOLLME KOMIMOHEHTDI:
o LeakSpy(Scada);
e LeakSpy(SKR);
o LeakSpy(Calc).

1.3 KoHTaKTHble AaHHble npeacTaButens 000 «JHeproaBToMaTUKa»

PykoBoautenb o6ocobneHHOro noapaspeneHus - MNMay>xeHckuin Muxanma AreKcaHAPOBUY
Ten. 8 915 991 02 38

3AA. nouta pluzhenskiy@energoavtomatika.com

EA.COY. 0000/002-HI.003-UY Amct 3



2 YcTraHOBKa U HacTtpoka M0 COY

2.1 3arpy3ka aucTpubytuBosB c ftp cepsepa

AnA 3arpy3sku AMCTpUOYTUBOB pPacnonOXeHHbIX Ha ftp cepBepe paspaboTunka He0o6xoAMMO B
npoBoaHUKe Windows HabpaTb CTPOKY:

ftp://eaftp.energoavtomatika.ru

MoAaBUTCA OKHO aBTOpPU3aLMU:

Bxog >

AHOHMMHENR BXOA Ha 3TOT FTP-CEPEED HEBOSMOMEH MMM AAPEC ANEKTPOHHOR NoYTHI
He GbIn NPUHAT,

FTP-cepeep: eaftp.energoavtomatika.ru

Mone3oBaTenb: | ergoav_eaftpl v|

MNaponk: | |

Mocne exoga Ha FTP-cepeep Bl MokeTe goDaEuTe ero B "MsbpanHoe”™, yTobkl
NEMKo NOOKMIOYETECA K HEMY,

FTP HE MCNone3yeT WHdpoBaHME Naponei MKk AaHHBIX NEped oTNPaEkon Ha
cepeep, YTofbl ofemeYnTe 3aWKMTY Naponei W AaHHLIX, PEKOMEHAYETCA
MMONE30BaTE WebDAY,

L] AHoHuMHEI BXOL [ ] CoxpaHuTe naponk

Beectu B none «[lonb3oBaTenb» MMA NOAb30OBaTeN: energoav_eaftpl

Maponb: Rx5rx51+
Mocae ycnewHoW aBTOpU3auuMM Heobxopumo 3arpy3utb [0 pacnonoXeHHOe B KaTtanore
LeakSPYPRO.

2.2 A\MueHsus

Ana pa6otbl NMTK COY Heo6X0AMMO YCTAaHOBWUTb AULLEH3WOHHbIA KAKOY. KAouM ObiBaloT ABYX
TUNOB:

AnnapaTtHbi1 KALOY, coaepXXKalLum NOCTOAHHYKD  AMLEH3UIO. BpemeHHbIK KAIOY,
pacnpocTtpaHsieMbii B BUAe ¢panna key.xml, copepxalimi BPEMEHHYIO AULEH3UI0. ANA aKTUBaLUUU
BPEMEHHOW AUMLEH3UU HeobXxoaMMO ckonupoBaTb ¢aun key.xml, pacnonOXeHHbIX B KaTanore
LeakSPYPRO B AMpeKTOpUIO

C:\Program Files\EnergoAvtomatika\NetSpyScada\cfgserver\,.

EA.COY. 0000/002-HI.003-UY Muct 4



3 YcraHoBKa U HactpomnKka O LeakSpy(Pro)
3.1 YcraHoBKa [10 «LeakSpy(Scada)»

Anna yctaHoBKM «LeakSpy(Scada)» Heob6xoauMmo:
1) 3anyctutb daunA «setup.exe», XpaHALMNACA B AUPEKTOPUM «scada»;

BHumaHue! 3anyck nporpammbl «setup.exe» U BceX KOMMNOHEHT NPOU3BOAUTCA OT UMEHMU
AamMuHUcTpaTopa. Moatomy npu yctaHoBKe (NpU Heo6x0AUMOCTU) OyAYT 3anpolLLeHbl NpaBa Ha

paspelueHue 3anycka nporpamm, T.e. 6yaAeT BbIBEAEHO OKHO CAEAYIOLLErO COAEPXXaHUA:

KoHTpone yyeTHeIx 3anvcei *

PaspewmnTb 3TOMy NPUAOXKEHNIO OT
HEeM3BeCTHOro M3gaTend BHOCUTb U3MEHEHWS
Ha BalleM YCTpolcTee?

\\Wboxsvr\c_drive\DevelopProjects
\NetSpySCADA\NetSpyScadaSetup\Release
\NetSpyScadaSetup.msi

zpatens: HET AaHHBIX
WcTouHwk daina: CeTeBor AMCK

lNoapobHee

Na Het

PucyHok 4.1 - 3anpoc pa3pelieHUa Ha yctaHOBKY «LeakSpy(Scada)» u conyTCTBYHOLUMX KOMMOHEHT

Heobxoanmo paspeluatb AOCTYN, HAXXMMas KHonKy "Aa", B NPOTUBHOM CAy4Yae yCcTaHOBKa 6yaet
oTMeHeHa. CoOOoTBETCTBEHHO, NOCAE 3arnyCcKa yCTaHOBLUMKA «setup.exe» 6yaeT NpoBEPEHO HaAUUUE
HEe06X0AUMbIX KOMMNOHEHT B ONepauyMoHHOM cucTeme. EcAU KakKUx-AM60 KOMMOHEHT HET, TO OHU

6YAYT aBTOMaTU4YE€CKU YCTaHOBAEHDI.

2) B cayuae otcytetBua B OC komnoHeHT «Visual C++», OHU ByAyT yCTaHOBAEHDbI. AAA Havana

YCTaHOBKW KOMMOHEHT HaXXMUTe «YCTaHOBUTb»:

EA.COY. 0000/002-HI.003-UY Auct 5



2 Ycranoeka "NetSpySCADA" d

Ha saw KOMMNEHTED ﬁj'ﬂ.j'T YCTAHABNMEATECR CNEOYHLWWE KOMMOHEHTRI:

Visual C++ "14" Runtime Libraries (x64)
OPC Core Components Redistibutable Libraries (x64)

YcraHoBUTE 3THM KOMIIOHEH T 7

Mo Haxamo KHonkKk "0 TMeHa" NporpaMMa YCTAaHOBKW SaBEpLUIMT paboTy.

YetaHoBuTe CmaeHa

PucyHok 4.2 - 3anpoc paspelleHUa Ha YCTaHOBKY KOMMNOHeEHT «Visual C++»

3) B NoABUBLUEMCA OKHE OTMETUTb ¢Aaru, KakK ykazaHO Ha pUCYHKe 6.3, HaXaTb KHOMKY

«YCTaHOBUTDbY;

jE! Mperpamma ycranoekw Microsoft Visual C++ 2013 Redistr..  — d

Microsoft Visual C++ 2015
Redistributable (x64) - 14.0.24215

YCNOBUA NALEH3IWKA HA NPOrPAMMHOE OBECNEYEHUE
MICROSOFT

PACIIMPEHWA MICROSOFT VISUAL STUDIO 2015, OBOJNIOYKH
VISUAL STUDIO n PACMPOCTPAHAEMBIN KOMNOHEHT C++

MNouNTrg CArMAaiSUiars kaw nwg

I 1A npunumare yenoena anuensu

E;'Xcraﬂoamb JakpeITe

PMCYHOK 4.3 - CornalwueHue ¢ ycAOBUAMU AULEH3UU Ha YCTAHOBKY KOMIMOHEHT

4) NoxapuTeCb 3aBepLUEHUA YCTAHOBKU KOMMOHEHT W B noABuBLUEMCA OKHe (PucyHok 4.4)

HaXXMUTE KHOMKY «3aKpbITb»;

ﬁ! Mperpamma ycranoekw Microsoft Visual C++ 2013 Redistr..  — d

Microsoft Visual C++ 2015
Redistributable (x64) - 14.0.24215

YcTaHOBKa YCMNEWHO 3aBepPLIEHa

PucyHok 4.4 - 3aBepLuieHue yCTaHOBKU KOMMNOHEHT «Visual C++»

EA.COY. 0000/002-HI.003-UY Avct 6



5) Nanee (B cayyae ux otcytctBusa B OC) 6yaeT npoussepeHa yctaHoBka «OPC Core

Components». Haxmute «Aa» AAA pa3peLlleHUs yCTaHOBKKU

KeHTpoae yHeTHEIx 3anucen

PaspelunTb 3TOMy NPUIOXKEHWIO BHOCUTD
M3MEHEeHUA Ha BalleM YCTpOWUcTBe?

] .
= ®
lr@ YecraHoewmk Windows

[NpoeepeHHbld W3gaTens: Microsoft Windows

lNogpobHee

Na

Het

PucyHok 4.5 - MNoatBepxapeHue yctaHoBku «OPC Core Components»

6) AOXKAATbCA 3aBepLUEHUA YCTaHOBKU U B 3aBepLUAlOLLEM OKHE AN BbIXOAa U3 NporpaMmbl

YCTaHOBKU Ha)XXaTb KHOMKY «3aKpbITb»;

& Yeranoska "NetSpySCADA"

'”0‘ Maet ycranoska "OPC Core Components Redistributable Libraries (x64)"...

\“-

PucyHok 4.6 - MNMoatBepxpeHue ycraHoBku «OPC Core Components»

7) Aanee 6ypeT BbINOAHEHA ycTaHOBKa Moayna «LeakSpy(Scada)».AnA ycTaHOBKM

«Aanee» B NOABUBLLUEMCSH OKHE:

EA.COY. 0000/002-HI.003-UY

Nuct 7
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15 MetSpySCADA — *

Bac npuBeTcTBYEeT MacTep yCTaHOBKM P
"NetSpySCADA"

YeTaHoBWME NPOBERET BaC Yepes BCe aTankl yoTaHoekH "NetSpySCADA" Ha sawemm
KOkMNBHTEDE.

BHWMAHKME! [laHHaA Nporpatida SallWLeHa SaKkoHakdd ot ETOPCK MY NpaBas |
MEHOYHEPOIHEIMM COrNAWEHWAMYM, HEZaK 0HHDE BOCNPOMSEEAEHHE MM PACNPOCTPaHEHHE
AAHHOM NPArpatkbl AW ANGOE B8 YACTH BASYET MPaKLAHCKYIO M YronoBHYD OTBETCTEEHHOCTE.

PucyHok 4.7 - Hauano yctaHOBKM «LeakSpy(Scada)».

8) Nanee 6ypet npeanoxeH Bblbop nyTU AnA ycTaHOBKU «LeakSpy(Scada)». PekomeHayetcs

He MeHATb npeN\araeMblﬁ NyTb N0 YMOAUYaHUIO. Haxkmute «Aanee» B NOABMBLLUEMCS OKHe:

#7 NetSpySCADA — >

BriGop nanku Ona ycTaHoBKM LA

Heranoew e, yoradoedt "NetSpuSCADA" B cnenyowyn nNanky.

Y706kl BOCNONESO0ESTECA DAHHON Nankol, Hastare kHonky W Oanes”. Yotk ChEHMTE Nanky,
EESQMTE HYKHBIA NMYTE MM BRIGEPMTE eE, Hakae kHonky 'Odsop'.

DNanka:

C:\Program FileshE nergoavtomatika'Mets puScadas Dazop...

MecTo Ha auckas...

YeT1aHoeuTe “MetSpySCADA" Toneko ANA MEHA UMW ONA BCEX, KTO MCNONB3YET 3TOT
KOMMBIOTED:

(®) nna Boey

() ToNBRO 4NA MEHA

PucyHok 4.8 - Bbibop nyTH AnS YCTAHOBKM «LeakSpy(Scada)»

9) Haxxmure «Aanee» B OKHE NOATBEPXKAEHUA YCTaHOBKM:

EA.COY. 0000/002-HI.003-UY Auct 8



17 MetSpySCADA — X

MNonreepxneHne yCTaHOBKMK A

Heranoewk, rotos k yoraHoeke "MetSpySCADA" Ha Baw KomMNBKTER.

A HaYana YocTAHOBKM HamkWTe kKHonky ' Janes".

PucyHok 4.9 - Bbibop nyTH ANS YCTAHOBKM «LeakSpy(Scada)»

10) Haxwmute «Aa» AAA paspelleHUA U3MEHEHUWU, CBA3aHHbIX C YCTAaHOBKOW
«LeakSpy(Scada)».:

KoHTponks yueTHeX 3anucei *

PaspelunTb 3TOMY NPUNOXKEHUIO OT
HEeW3BECTHOro usaaTens BHOCUTbL U3MEHEHWUS
Ha BalleM ycTponcTee?

\WWWhoxsvr\c_drive\DevelopProjects
\NetSpySCADA\NetSpyScadaSetup\Release
\NetSpyScadaSetup.msi

WMzpatens: HeT gaHHbIX
Wcrounuk daina: CeTeBor AWMCK

MNoapobHee

Het

PucyHok 4.10 - Pa3pewieHne usMeHeHUn ANA YCTaHOBKU «LeakSpy(Scada)»
EA.COY. 0000/002-HM.003-1Y Auct 9



11) Aoxautecb 3aBepLUeHUA YCTaHOBKU «LeakSpy(Scada)»:

15 NetSpySCADA — x

YcTaHoeka "NetSpySCADA" el

Mpoet yctaHoeka "MNetSpySCADA"

MMosanyicTa, Nogo#aMTE. ..

o Do

PucyHok 4.11 - Pa3pewieHne UsMeHeHUMn AN YCTaHOBKMU «LeakSpy(Scada)»

B npouecce yctaHOBKU ByaeT NpeaNOXXeHO BBECTU AOTMH/NapoAb CynepBU30pa, KOTOPbIW B
AanbHeWwem byaeT ncnonb3oBaTbes Npu pabote ¢ «<MeHepKkepoMm cepBEPOB».

12) Haxwmure «Aa». YcTaHOBKa «LeakSpy(Scada)» 3aBepLueHa:

#5 MNetSpySCADA — *

YcTaHoBKa 3dBeplieHa l b I

MpooykT "MetSpeSCADA" ycnewHo YyoTaHOENEH.

LA BEkona HakMUTE KHOMEY ''Sakpeme'.

EA.COY. 0000/002-HI.003-UY Mmct 10




PucyHok 4.12 - 3aBeplueHue yctaHoBKU «LeakSpy(Scada)»

3.2 YcraHoBKa 10 «LeakSpy (Skr)»
Ansa yctaHoBKM «LeakSpy (Skr)» Heob6xopnMO:

1) sanyctutb ¢aunn «setup.exe», XpaHAWMUCA B AUpekTopun «LeakSpy (Skr)» Ha puUcke
MO CKP:

12 MetSpySkr — X

Bac npuBeTcTBYET MacTep YCTAHOBKH |
"NetSpySkr"

YoTaHOBWME NPOBEAET Bac Yepes BOE 3Tankl yoTaHoekK "MetSpuSkr'' Ha Bawer KorMNBKOTEPE,

BHWMAHME! JaHHan nporpamida SalMWEHS 3aK0HAMH 08 SETOPCKME NPAEas W
MEHIYHAPOHBIMM COrNAWEHMANM, HE3aK0HHOE BOCNPOM3EE1EHWE AWM PACNPOCTPAHEHME
AEHHON NPOrpatdrbl AW NH0G0E 28 YACTH BASYET MPaMASHCKYKD M UroN0BHYKD OTEETCTEEHHOCTE.

PucyHok 4.13 - Hauano yctaHoBkuU «LeakSpySkr»

2) B nosBuBLUeMCA OKHe (PUCYHOK 4.14) HaxXaTb KHOMKY «Aanee»;

15 NetSpySkr - ®

NonTBep¥OeHHUe YCTAHOBKKU A

HeraHoewmk rotoe k yoctadoske "MetSpySkr' Ha Baw komnsiaTep.

[nA Ha4ana YoTaHOBKM HasruTe kHonky ' Nanse".

PucyHok 4.14 - lNMoaTBep)XpeHUe ycTaHOBKU «LeakSpySkr»

EA.COY. 0000/002-HI.003-UY Muct 11



3) AoxpaTbcA 3aBepLieHUa YCTaHOBKU «LeakSpySkr». B nosBUBLUEMCA OKHE HaXXaTb KHOMKY

«3aKpbITb». YcTaHOBKa «LeakSpySkr» 3aBepLueHa.

#7 NetSpySkr — X

¥YCcTaHoBKa 3aBeplleHa A

MNpogykT "MetSpeSkr' ycnewHo yoTaHoENEH.

JnA EbkMOAa HAKMKTE KHOMKY " 3akpeme'.

PucyHok 4.15 -3aBepLueHue yctaHoBKU «LeakSpySkr»

3.3 YcraHoBKa N0 «LeakSpyCalc»
Ans yctaHoBku MO «LeakSpyCalc» Heobxoanmo:
1) 3anycTtutb ¢paunn «setup.exe», XpaHAaLWMUCA B AUpeKTopun «LeakSpyCalc_setup»;

2) B noaB1BLUEeMCA OKHe (PUCYHOK 4.16) HaxxaTb KHOMKY «Aanee»;

i%‘ MetSpylra — *

Bac npuBeTcTBYeT MacTep YCTAHOBKW A
"NetSpylra"

HETAHOBWME NPOBEAET Bas YEPEs BCe 3Tansl YyoTaHoek 'NetSpylra” Ha Bawer komMneTEpE.

BHWMAHWE! [laHHaA nporpamrda Sallylera SakoHami 06 SETOPCK MK Npasax W
FAEHAYHAPOAHE MM COr AAWEHMARM, HESaK0HHOE BOCPOM3EEAEHME MAM DACMPOCT PaHEHUE
AAHHOMA NMPOrPartel MKW NGO 88 YACTH ENEYET MPAXAAHCKYI0 M YroN0EHYKD OTEETCTEEHHOCTE.

PucyHok 4.16 - HayanbHOe OKHO yCTaHOBKM nporpammbl «LeakSpyCalc»

EA.COY. 0000/002-HI.003-UY Auct 12



3) NoaTrBepanTb YcTaHOBKY «LeakSpyCalc», HaxxaB KHONKY «Aanee»;

15 NetSpylra — et

MoaTeepkaeHWe yCTaHOBKK

YeranoswMk rotos k yeranoeke "MetSpplra” Ha Baw komneoTEp.

JnA HaYana YCcTaHoBKM HakmuTe kHonky ' danes'

PucyHok 4.17 - MoaTtBepXxaeHUe yctaHOBKU «LeakSpyCalc»

4) AoxXpaTbcA 3aBepLUEeHUA YCTAHOBKU M B 3aBepLUaloLLEM OKHE AAA BbIXOAA U3 NporpamMmmbl

YCTaHOBKMW Ha)kaTb KHOMKY «3aKpbiTb»;

17 MetSpylra - ™

¥YcTaHoBka 3daBepuieHa

MpoayeT "MetSpylra" yocnewHo yoTaHoeneH.

1nA BbIXO0a HamMMTE KHONKY " 3akpeme".

PucyHok 4.18 - NoaTBEpP)XXAEHME YCTAHOBKH

EA.COY. 0000/002-HI.003-UY Auct 13



3.4 Hactpouka pocryna MO «LeakSpy» Ha cepBepe COY
AnA PYHKUMOHUPOBaAHUA NakeTa nporpamMm HeobxoanMmo AMbo 3anyckaTtb Bce nporpaMmmbl
naketa oT UMeHU AAMUHUCTpaTopa, AMbo HacTPOUTb AOCTYN K Mankam.
Mocae yctaHOBKM NporpaMmm HeE06X0AMMO HACTPOUTbL NpaBa AOCTyNna K nanke LeakSpyScada.
UTo6bI paspeLLnTb AOCTYN K Nanke AU panny He06X0AUMO cAenaTb CAEAYHOLLIEE:
(npumep npusoautca ana nanku LeakSpyScada noab3oBarens ¢ umeHem "Win10" Ha OC Windows
10).

Bbi3BaTb OKHO CBOUCTB AAA nanku LeakSpyScada v BbibpaTb BknaaKy "BesonacHocTb"

Ceoiictea. NetSpyScada Y

Mpearaywme sepcim
O6une Hocnn

Mrn ofberTa: C:\Program Files'Energoavtomatika’MetSpyScada

D:I','I'II'II:-I WM NoONe30BATENM!

BCE NAKETHI MPUNCKEHWA ~
BCE OrPAHWMYEHHBIE MAKETLI MPUNOXKEHWA
82 CO30ATENL-BNALENEL

Sf mArTEMA
£ >

Y1olkl MSMEHWTE Pa3pPELEHIA,

HaxMUTE KHonKy "' MameHATE". gmetme...

Paspewerwa ana rpynne "BCE

NAKETEI MPHUNOMEHWIAY Paspewnte Janpemte
MonHsIi pocTyn "

AzmeHenve
YTeHe 1 BEINONHEHWE
Cnvcok cogepxumMoro nank

YreHue

Jammce
Y1obkl 3a0aTe ocofble pasSpeLweHnA MK
NapaMeTpkl, HEXMUTE KHOMKY T
"NononHuTENEHD".

QK OmaeHa [MpMEHATE

PucyHok 4.19 CeoictBa LeakSpyScada

HaxaTb KHONKy "AONOAHUTEABHO". OABUTCA OKHO "AONOAHUTEABHBbIE NAapamMeTpbl 6e30nacHOCTU

AnA "LeakSpyScada" (PucyHok 4.20)

EA.COY. 0000/002-HI.003-UY Muct 14



JononHuTeneHElE NapameTpel GesonacHoctn gna “cfgclient” O >

Wran: C:\Program Files\Energoavtomatika' MNetSpyScada’
Bnagenew; CHUCTEMA E;' HameHnTh
PazpewieHun Aoy pt [eficTEyIOLME NpaBa JocTyna

[Qns NoAy4eHrA ACNOAHWTENEHBEX CEEAEHWIA 4B LLENKHWTE 33NWCE paspelleHa. YToBbl M3MEHWTE 3aNWch PaspeLLEHIS, BEIAEMTE
£€ M HaxMUTE KHoNKy "M3mennTe” (ecnn oHa gocTynHa).

INEMEHTEI paspeLLIEHW

Tun CyBrexT foctyn ¥HacnepoeaHo oT Mpunenneteca k 2
5. Pasp.. Trustedinstaller Monxed goctyn C:\Program Filesh, [ns 310l Nankw u ee Nnognarn...
g2 Pazp.. CWCTEMA MNonHEelR gocTyn C\Program Files\, Ana 3Tol nankw, ee NogNano...
-2 Pazp.. Agmunuctpatopel (DESKTOP..  Monxelid goctyn C:\Program Files\, Ana 3Tol nankw, ee Nognano...
5. Pasp.. [Monssceatenwn (DESKTOP-F5.. Yrenwe w einonnenwe  C\Program Filesh, Jna 3ToR nankw, ee Nognano...
31, Pasp.. CO3JATENL-BAAJENEL Moaxeld goctyn C\Program Filesh, Toneke gna nognanck v $ai..
Pazp.. BCEMAKETH MPMNOKEHME  YUreHue n eeincaneHne C:\Program Files\, Ana 3Tl nankw, e No4Nanc..
[E) Pasp.. BCE OrPAHWYEHHBIE MAKE... Yrenue u seinoaneqne  C\Program Filesh, fna 310 Nankw, ee nognano... ¥
NoBaenTe ¥ aannTe [pocmoTpeTs

QTIU'II'DHEHME HaCnejoceaHna

I [#]3amenuTs BCE 3anucK paspelleHnil godepHere ofLEKTa HACNELYEMBIMM OT 3TOr0 0BLEKTE I

Otrena MpumernTe

PucyHok 4.20 AononHUTEAbHBIE NapameTpbl 6e3onacHocTu ana "LeakSpyScada”

B aTom okHe cpa3y oTMeTbTe ranky "3amMeHWUTb BCE 3anUCU pa3peLLleHU AoUepHero obbekTa
HacAeAyEMbIMU OT 3TOro 06beKkTa" U HaXXMuTe KHonKy "AobaButb".
MNoaBuTCA OKHO "AneMeHT pa3pewieHus ana LeakSpyScada" (PucyHok 4.21)

Inenent paspewersn 2 NetSpyScada 0 X

Cybrexn

T Hutpe

Moumewnercn & o are

DO paapeises el

Orwera

PucyHok 4.21 3nemeHT pa3pelwieHun ana LeakSpyScada
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B aToM oKHe HaxmuTe "BbibepuTte cybbeKT", OTKpoeTca caeaytoliee okHo "Bbibop ..."

(PucyHok 4.22)

BeiGop: "Monesceatens” wan "Mpynna”

BriGepuTe TMn ofbeKTa:
|"|'Ionb30E|aTenb", "Tpynna" unm "BoTpoerHeii cyfbexT ﬁesunaCHuC'| Tvnel B bEKTOE ...

B cnenytowem mecTe:
|DESHTDP-FSLHI{A1

| Pasmewerme. ..

BeenvTe MMeHa BeIBMpactMen: 08 BEK TOE (DDUMEDE):

[NpoBepWTE MMeHa

PucyHok 4.22 OkHo Bbibopa

Haxxmute "AonoAHUTEABHO" B noABUBLLEMCA OKHE:

BriGop: "Monezoeatens” wan "Mpynna” >
Brifepute Tin obbexTa:
|"I'Ianb30E|aTenb". "Tpynna" 1unw "BoTpoeHHeld cyfbexkT GesonacHocT” | Tkl o6 BEKTOE...
B cneyiowem mecte:
|DESI{TOF‘-FS LHKAT | e
Ofwme sanpocsl
HEYMHEETCA ¢ CronGusi...
HEYMHEETCA «
Cron

OTK.I'IE‘-IEHHI:IE YHETHRIE 3aNKUCK

nﬂ:ll:l.l'lld C HEOrpaHWYEHHBIM CPOKOM OEWCTEWA

PesyneTatel nomcka:
Mrn B nanke ~
o Default Account DESKTOP-FSLHEAT

82 115_IUSRS DESKTOP-FSLHKAT

42 usR

52 | OCAL SERVICE

EENE'I".":'OHK SERVICE
L O -

a3 FIEK »
5 AppmurncTpatopl DESKTOP-FSLHKA
Egﬁmmwcmampbl Hyper-Y DESKTOP-FSLHEAT "

PucyHok 4.23 OkHo Bbibopa lNMonb3oBaTens Uau Fpynnbl
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Haxxvute kHonky "lMouck". U3 cnucka "Pe3yabTaTtbl NoMcka" Bbibepute noab3oBaTeAs (y Hac

ato "Win10"). Haxxmute "OK". B pe3yabtaTte B okHe "Bbibop ..." nosBUTCA HOBasA 3anucb. (PUCYHOK
4.24)

BeiGop: "Monesceatens” wan "Mpynna” et

BriGepuTe TMn ofbeKTa:

|"|'|-:unb3-:|E=aTenb", "Tpynna" unm "BoTpoerHeii cyfbexT Eu'esu:una::Hm:'| Tvnel B bEKTOE ...

B cnenytowem mecTe:
|DES KTOP-FSLHKA1

| Pasmewerme. ..
BeenvTe MMeHa BeIBMpactMen: 08 BEK TOE (DDUMEDE):
DESKTOP-FSLHKAT Default Account ¢ MNpoBepHTs MMEHa
JononHWTensHoD ... QK CmaeHa

PucyHok 4.24 OkHo Bbi6bopa Monb3oBaTtens uau Mpynnbl

Haxmute "OK". BepHyBLUMCb B OKHO "IAeMeHT 3amelleHuna ana LeakSpyScada" (PUCYHOK
4.25)

3nemenr pazpewenna gnn - NetSpyScada

CybnexT: DefaultAccount (DESKTOP-FSLHEAT DefaultAccount)  BeiBepute cybmert
Tun: Pazpewwnts ~
Mpumenserca k| [nA 3Toi nankw, ee Noananok v Gainos ~

OBLme pazpellerna: OToBpaxeHne JONCNHWTENBHBIX PA3PELLEHNA

WsmerHeHne
YreHne U BEINDAHEHNE
CRMCcoK COAEPIMMOro Nanku
Yrenne

3anunce

Ocobrie paspelueHmna

[ OprmenaTs 311 paspelueHna K oBLEKTaM W KOHTERHERPAM TONBKD BHYTPM 3TOMD KOHTEHERE Ouncruts sce

Ormera

PucyHok 4.25 dnemeHT paspelueHusa ana LeakSpyScada

OtmeTbTe Bee paspeweHus U Haxmute "OK". Moasurca 3anpoc. (PUcyHok 4.26)
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BesonacHocTe Windows

fAEHO 334aHHBIE pA3PELLEHNA 4NA BCEX NOTOMKOE 3Toro ofbexTa ByayT
3IMEHEHEI HA HACNEAYEMBIE pa3peLLEHA, naayHaemble ot cfgclient,

Bel xoTuTe npogonsute !

Ja Her

PucyHok 4.26 9nemeHT pa3pelueHusn ana LeakSpyScada
Haxxwvute "OK". 3akpouTe Bce OKHa, HaxxMmasn Ha "OK". AocTyn pa3peLueH.
Tenepb He06x0AMMO 3TO NpoAEAaTb C Nankou cfgserver.

3.5 Hactpomka poctyna ana cAyX6 «LeakSpy»

EcAv  3anyck cepBepa MNPOM3BOAUTCA KaK CAYX0a, TO HYXHO Yy 3anyckaemou

CAYXObl LeakSpyServer Bbi3BaTb OKHO CBOMCTB (yepes AOKanbHOE MEHI0).
v, CrywBul - () X
Dadn fJedcrawe Bea Cnpasxa
= o g Hml » 8 np
CoywSel (nowz | CoyxBel (n0KansHEe)
NetSpySCADA CKP-TY1- inn Onucamue Coctopmme  Tenaa »
TEST 4 Micrasoft App-V Chent Manages App-V users and virtual applica. Qo
£:Mongo DB Mongo DB Server Buinomper. AsToM:
SR0YETHTE CAYMGY & Mozilla Maintenance Service Cayx6a noasepxxn Moilla rapastipye... BpyuHy
S MySQLS56 Bainoasner.  Astom
Onvcanne: -

NetSpySCADA Mpoext: CKP-

NetSpySCADA Mpoext
TY1-TEST Nopr: 28099 7 5

-TY1-TEST N

4 NVIDIA Geforce Experience Service NVIDIA GeForce Experience Service BuinossReT.. ASTOM:

24 NVIDIA Network Service NVIDIA Network Service BuinoasReT.. AZTOM
4 NVIDIA Sterenscopic 3D Dnver Service Prowvides system support for NVIDIA Stere_.  Bainomsper.  Astowm
SANVIDIA Streamer Network Service Network Service for SHIELD Streaming Bpyury
L NVIDIA Streamer Service Service for SHIELD Streaming AsTom
) Office Source Engine Saves installation files used for updates a. Bpyuny
24 OpcEnum Bpyuny
L4 Plug and Play NO3BONSET KOMNBIOTEDY PACNO3HABATE ..  Buinoasret. Bpyuwy o
< >

| € > |\ Pacumpermuit A Crassaprs /

PucyHok 4.27 OKHO cAyX6

B okHe cBoMCTB BblbpaTbh BKAAAKY "Bxoa B cuctemy". OTmMeTUTb daar "C yueTHOM 3anucbio” U BBECTU

YUETHYIO 3anucb OT UMEHU KOoTopou byaeT 3anyckatbes cayx6a. (PucyHok 4.28)

EA.COY. 0000/002-HMN.003-Ny Muct 18



Ceoicrea: NetSpySCADA CKP-TY1-TEST (JlokansHbld KOMNLHOTED) X

Osumwe Bxonecwctemy | BocctaHoBneHWe 3aBMCUMMOCTM

Bxon B crucTemy:

.:::. C CMCTEMHOR YUYETHOR 2ANKUCEH

F'EB[:“':QHTI: B3aMMOOSACTEME C pAG0YMM CTONOM

(@ C yueTHoi 3gnucer: | \Dima-GF Ogzop...
I_Iapﬂﬂb: TR EERRRRRRRRRRD
HUE,TEEPEEHHE: BEEEREBERRBERERN
8] OtmeHa [NpHUMEHNTE

PucyHok 4.28 OKHO CBOMCTB

Takxe He06X0AMMO NOMHUTb O TOM, UTO YKGSGHHbIﬁ NMOAb30BaTeAb AO/NMKEH UMETb NpaBa Ha

yTeHUe 1 3anucb nanok ¢ ¢annamu MO «LeakSpy».

3.6 KoHdurypuposanue N0 «LeakSpy» Ha cepBepe COY

Ana KoHOUrypupoBaHua «LeakSpy» Ha cepBepe COY He06Xx0AUMO B NMPUAOXKEHUU
YnpaBneHus cepeepamu LeakSpySCADA HaxaTuemMm B BEPXHUMN AEBbIM YTOA OKHA HA UKOHKY U B

MeHto «<KoHpUrypauusa» Bblbpatb <UMNopTUpoBaTh pe3EpPBHYIO KONMUIO NpoekTa» (PUCYHOK 4.29)
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f ¥npaenerue cepeepamn O X
BoccTaHoenTe
MepemecTuTe
Pazmep i
jeckan nepesarpyska (Reload,
CeepHyTh
O PassepHyTe Cobbmhe
% 3aKpobiTh Alt+F4
BesonacHocTe » 2
Kondurypaunsa 5 CaenaTe pesepEHYHD KOMMHD NPOEKTa
MrnopTmpoBaTe pe3epBHYIO KONMID NPOEKT
Knrou -]
IKcnopTHpoBaTE BUENKOTEKY 3NEMEHTOR

Mrmnoptupoeate GMENMOTEKY 3NEMEHTOE

JkcnopTupoeaTe Bazoeyo KoHGWMYPALWKY CEpBEPa

Mrmnocptupoeate Gazoeyo KoHGUIypauue cepeepa

PucyHok 4.29 - UmnopTupoBaHue KOHPUrypaLuuu npoekra

B nosiBuBLLUEMCSA OKHE BblibpaTtb Ppaunn Tpebyemon KoHPUrypauum.

3.7 MNMporpamma ynpaBneHUs cepBepamu COY «LeakSpyServerShell»

B3aumopencteue ¢ cepsepamu COY OCYLLUECTBAAETCA C MOMOLLbIO NMporpamMmmbl ynpaBA€HUA

cepsepamu LeakSpyServerShell.

@ £ Ynpaenenme cepeepamu O X
N

Hoseiit NpoexT v

@\ = [[] AsTomaTiseccan nepesarpysxa (Reload. @

@‘ - Bpems Cobuirue
@ - Ceoicrea < >

3anycKaTs Kax
_ Pexum 3anycxa npwnOXerme
crpacpe Coznars Yaanute

® @ 6

PucyHok 4.30 - UHTepdenc nporpammbl LeakSpyServerShell
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CnUCoK Ha3BaHWM NPOEKTOB
3anyck cepBepa

OcTtaHOBKa cepBepa

CBoucTBa cepBepa

Pexum 3anycka cepBepa

TeKyLIUK peXxMum 3anycka cepBepoB
Co3paTb HOBbIW NPOEKT

YaaAUTb NPOEKT

© © N>~ 0DbdR

ABTOMaTHUecKasn nepesarpyska (MMeeT 3HaueHUe TOAbKO ANl PEeXMUMa 3anycka cepeepa Kak

NPUAOXEHMUE).

Mporpamma ynpaBAeHUA cepBepamMu NO3BOAAIET 3aNyckaTb cepBep, OCTaHaBAUMBATb cepBep

(BbIBOAWUTL U3 pexuma paboTbl), co3paBaTb HOBbIM NMPOEKT cepBepa U YAAAATb MPOEKT cepBepa.

Cnucok HasBaHUM NPOEKTOB
AaHHbIM CNUCOK OTOOpaXkaeT CyLLECTBYOLWME NPOEKTbl. PU3UUECKU BCE NMPOEKTbI HAXOAATCSA
B nanke cepBepa cfgserver. Kaxabii NPOEKT HaX0AUTCA B OTAEAbHOM Nanke HasBaHUEe KOTOPOH,

coBnapaeT ¢ Ha3BaHUEM NMPOEKTa.

CBeoicTBa cepBepa

CeoiicTea npoexTa x
HazsaHue 3HE4YeHHe
HazeaHue Prormio
Tun npoexkTa CucTema obHapyweHa yTeqer (LeakSPy)
MopT 29999
Manka C:\Program Files\Energoavtomatika\Mets. ..
MaeHTHMKATOP NPOEKTA {AA1CETD3-4AFE-458C-BET 1-29ACI5EC. .

MepesarpysuTh - ECNM NPOLECC BRIFPYHEH  HeT

Ormeria

PucyHok 4.32 OKHO cBOWUCTBa cepBepa
B paHHOM cnucKe Noka3aHbl CBOMCTBA NPOEKTa: Ha3BaHUE NPOEKTa, NOPT YePE3 KOTOPbIM
NpPoU3BOAUTCA obLLeHue ¢ cepBepoM, YHUKAAbHbIA UAEHTUPUKATOP NPOEKTa U T.N.
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3anyck cepBepa.
Ana 3anycka Heo6xXxo0AMMOro NpoeKTa Ha BbINOAHEHUE BbiOEPUTE UHTEPECYIOLLIUK MPOEKT U3
cnucka npoekToB (1). EcAu npoekKT y)e 3anyLleH, To KHOMKa 3anycka (2) 3abAoKUpyeTcs, a KHoNKa

OCTaHOBKM (3) - cTaHeT AOCTYNHOW. HaXkmuTe Ha KHOMKY 3anycka (2) U NPOEeKT 3anyCTUTCS.

OcraHoBKa cepBepa.
AAsl OCTaHOBKU HEOHXOAMMOTO NpoeKTa BblbepuTe UHTEPECYIOLUIA NMPOEKT U3 CNUCKA
npoekToB (1). EcAM NpoeKT 3anyLueH, To KHOMKa 3anycka (2) 3abnokupyeTcs, a KHoNKa OCTaHOBKU

(3) - ctaHeT pocTynHOW. HaxxmuTe Ha KHOMKY OCTaHOBKU (3) U cepBep NpoeKTa nepecraHeT paboratsb.

Pexum 3anycka cepBepa.

CepBep MOXET 3anyckaTbCsl B ABYX PEXUMax: B PEXUME NPUAOXKEHUA U KaK CAyxba.
EcAM HEe06X0AMMO U3MEHUTb PEXMM 3anycka CEepBEpOB, TO BOCMOAb3YUTECH KHOMKOW (5) 'Pexum
3anycka cepBepa'. B nosBuBluenca ¢popme BblbepUTe MHTEPECYIOWUK PEXUM 3anycKa U HaXXKMUTE
OK.

BHUMAHMUE! UameHeHHe pexuHma 3anycKa cepBepoB pacnpoctpaHsferca Ha BCE cepBepbl. Henb3s
OAWH cepBep 3anyCcTUTb B peXume MPUAOXKEHUS,, a APYrOM B peXxume CAyX6bl. Ecau Bo Bpems
M3MEHEHUA PpeXWmMa 3anycka €ecTb 3anylWeHHble cepBepbl, TO OHW OyAyT NpPUHYAUTEAbHO
OCTaHOBAEHBbI.
B nHpopmMmaunoHHOM aneMeHTe (6) oTobpaXkaeTcs TEKYLLMWA PEXUM 3anycka CepBeEpPOB.
YAaAUTDb NPOEKT.

Mo3BonsieT yananuTb NpoekKT. Mocae 3Toro nanka NpoeKra yaanaeTcs U3 KOHPUrypaumoHHOU

nanku cepsepoB cfgserver.

3.8 KoHdurypuposaHue kaueHTta MO «LeakSpy(PRO)»

KoHdurypupoBaHue kKaueHToB «LeakSpy(PRO)» npou3BOAUTCA € MOMOLLLIO NporpaMmbl

«LeakSpyClientMng» =. Hactpoiika knuenTa
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. Hactpoiika knnenTa x

HazeaHuwe npoekTa Pacnonoxenue cepeepa MopTt

Froma localhost 29599

e COXpEHWTE 3 OTtMeHa

PucyHok 4.36 - UHTepdenc nporpammbl «LeakSpyClientMng»

B tabauue OTpaXXeHbl BCE€ MNMPOEKTbl, K KOTOPbIM MOXeT 6biTb MOAKAIOYEH KAMEHT MOCAe
crapta. KAMEHT MoXeT B3aUMOAENCTBOBATb C HECKOAbKMMM npoeKramu-cepeepamMmuM opAHOBpPEMEHHO.
Ecau HY>XHO, yTobbI Nocne 3arpy3ku KAMEHTa B AepeBe MPOEeKToB MPUCYTCTBOBAA MHTepecyrou.l.Mﬁ
MPOEKT, TO TaKon MPOEKT AO/NKEH 6biTb OTMEUEH TanOUYKOM. Mpu Haxatuu MbILLKOW Ha CMUCKe

BbIBOAUTCA NOKaAbHO€ MEHIO.

JAoGaenTe
¥aanuTe

PegakTmpoeate

Aob6aBneHUWe npoekTa

Mpu pobaBAEHUU NPOEKTa, Bbl AONKHbI 3aNOAHUTL GopMy npoekTta (PucyHok 4.37)
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MpoekT X

HassaHWe npoekTa | Proma |

MaluHa cepeena | localhost | NokansHo

MopT (oT 28100) | 29999 |

MpomMeskyToK

nepenoaknoYeHta (Mc) | 10000 |

Mepuoa NMHroBaHKA (MC) | 10000 |

CrmaaHHe oTEETa OT

CEpEEpA Ha rpc sanpoc (Mo) | 120000 |

O3MASHWE NOATEEPHAEHNRA | 120000 |
OTKMKIYEHWA OT CEpBepa (Mc)

CTOMMOCTE NOAKNIOHEHUS | 1 |
(ropAdee pesEpBEMPOBEHWE)

PucyHok 4.37 - OkHo po6aBAeHUA NpoeKTa

HasBaHue npoekrta

HasBaHuWe npoekra - 3TO UMA, KoOTopoe 6YAeT BbIBOAUTBCA B AepeBe TMpPoeKrta A0
coepAuHeHUA ¢ cepBepomM. [locane coepMHEHUA € cepBepoM 3TO UMSA 6YAeT 3aMeHeHO Ha UMA
NpoeKTa, CYHATAHHOro ¢ cepBepa. EcAM MMeHa Ha cepBepe U KAMEHTE COBMapaloT, TO UBMEHEHUA He

NPOU30M1AET.

MawuHa cepsepa

310 GU3UUECKUK KOMMBIOTEP, HA KOTOPOM 3anyckKaeTtcs cepBep ¢ npoektom. Komnbiotep
MOXET ObITb U NAOKAAbHbIM, T.€. Bbl KOHOUTYPUPYETE KAMEHT HA MaLLUUHE HAa KOTOPOW NMPOU3BOAUTCA
3anyck cepsepa. Ecau 310 Tak, To BOCNoAb3yWTeCb KHOMKOW "AokanbHO" (9) PuUcyHOK7.8.2. Ecau
KOMMbIOTEP PAcMoOAOXeEH rae-to B ceTu, To BBeaute MOAHOE UMA KOMIMbIOTEPA ¢ yuetom pAomeHa
(ecAv KOMMNbIOTEP MPUHAANEXUT KAKOMY-AUOO AOMEHY).

Mopr.

Beeaute nopt obmMeHa C cepBepoM, KOTOPblM MCMOAb3OBaAcCs NPU MMMNOPTUPOBAHUM
npoekTta B MeHepxepe cepBepoB(29999). Obpallaem Balle BHUMaHUE Ha TO, YUTO Ha KOMMbloTepe
MOXET 6bITb 3arpy>K€eHO HECKOALKO CEPBEPOB C OAHUM U TEM XK€ NMPOEKTOM, HO C pa3HbIMU NOpPTaMM.

3anyck cepeepa ¢ 0AHOW KOHUrypaLuMen U OAUHAKOBLIMU NMOPTaMU HE BO3MOXKEH.

OcTanbHble NOAA OCTaBAIEM MO YMOAUYAHUIO.
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